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Preface 



The Department of Homeland Security (DHS) Office of Inspector General (OIG) was 
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment 
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and 
special reports prepared as part of our oversight responsibilities to promote economy, 
efficiency, and effectiveness within the department. 

This report addresses the strengths and weaknesses of some aspects of the Transportation 
Security Administration's management of its screening workforce training program. It is 
based on interviews with employees and officials of relevant agencies and institutions, 
direct observations, and a review of applicable documents. 

The recommendations herein have been developed to the best knowledge available to our 
office, and have been discussed in draft with those responsible for implementation. We 
trust this report will result in more effective, efficient, and economical operations. We 
express our appreciation to all of those who contributed to the preparation of this report. 




Anne L. Richards 

Assistant Inspector General for Audits 
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Executive Summary 

The Transportation Security Administration is responsible for 
protecting the Nation's transportation systems to ensure the 
movement of people and commerce. Transportation Security 
Officers screen passengers, carry-on baggage, and checked 
baggage to prevent prohibited objects from being transported on 
aircraft. The objective of our review was to determine the efficacy 
of the Transportation Security Administration's management of its 
Transportation Security Officer training program. 

The agency can improve its management of the training program 
for the screening workforce by developing and documenting 
standard processes to: 

• Use officer test results to evaluate training program results; 

• Assign on-the-job training responsibilities; and 

• Evaluate workforce and training needs to ensure that 
officers have the tools and time necessary to complete 
training requirements. 

The Transportation Security Administration did not establish a lead 
office to organize and coordinate Transportation Security Officer 
training until 2006. The agency issued a management directive 
designating the Operational and Technical Training Division 
responsible for the overall management of the analysis, design, 
development, and implementation of Transportation Security 
Officer training programs. However, the division did not assume 
an active leadership role until 2009 due to its need to maintain 
current training levels and respond to emerging threats. Without a 
documented process for updating training based on screener 
performance data and changes in technology or equipment, the 
Transportation Security Administration may be missing 
opportunities to enhance its officers' skills and abilities. 

We are making four recommendations that, if implemented, would 
improve the agency's management of its screening workforce 
training program. 
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Background 



The Transportation Security Administration (TSA) is responsible 
for protecting the Nation's transportation systems to ensure the 
movement of people and commerce. TSA is most visible at more 
than 450 domestic airports where approximately 43,000 
Transportation Security Officers (TSOs) perform security 
screening procedures. 

The Aviation and Transportation Security Act, Public Law 107-71, 
mandated that TSA establish a screener training program. This 
training program should provide the screening workforce with the 
skills necessary to use various technologies and perform physical 
searches of baggage and pat-down searches of airline passengers 
while facilitating the orderly flow of passengers through screening 
checkpoints. According to the law, as codified at 49 U.S.C. 44935 
the training program must: 

• Include 40 hours of initial screener classroom instruction 1 
and 60 hours of on-the-job training; 

• Include remedial training on those screening functions in 
which a screener fails the operational test related to those 
functions; and 

• Ensure that screeners are proficient in using the most 
current technology and recognizing new threats and 
weapons. 

TSA implemented Management Directive Number 1900.8, 
Transportation Security Officer Training and Initial Certification 
Programs, to guide the overall management of the design, analysis, 
and implementation of all TSO training programs. This directive 
requires the agency to provide TSOs and TSO candidates with 
appropriate training to ensure that they perform their security and 
customer service functions in accordance with established standard 
operating procedures. The directive also requires the Federal 
Security Directors to ensure that each TSO's work schedule 
includes sufficient time to meet annual training requirements. 



1 For the purpose of this report, we refer to "initial screener classroom instruction" to reflect the "Basic 
Screener Training" program, which was revised as the "New Hire Training" program and is the basic 
requirement for all new TSOs. 
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To meet these requirements, multiple offices within TSA share 
responsibilities for or provide input to TSO training. These offices 
include the Office of Security Operations, the Office of 
Inspections, the Office of Security Technology, and the Office of 
Human Capital. Appendix C provides additional information 
regarding these offices and their roles in TSO training activities. 



Results of Audit 

TSO Training Program Management 

TSA can improve its management of the TSO training program by 
developing and documenting standard processes. The agency does not 
have documented standard processes to update training based on current 
information, such as the results of officer testing. While TSA officials 
explained they have a process in place to guide training enhancements, 
they acknowledged the process is informal and not documented. The 
agency recently began efforts to record the processes used to improve the 
training program and it is in the process of developing a standard process 
for identifying and assigning on-the-job training mentors. The agency 
also has not documented procedures to determine or allocate 
the equipment, support, and time needed for the workforce to complete 
training requirements, and provides little centralized oversight of the 
training program. 

TSA did not establish a lead office to organize and coordinate TSO 
training until 2006. At that time, TSA issued Management Directive 
1900.8, Transportation Security Officer Training and Initial Certification 
Programs, designating the Operational and Technical Training (OTT) 
Division within the Office of Security Operations as responsible for the 
overall management of the analysis, design, development, and 
implementation of all TSO training programs. However, the OTT 
Division did not assume an active leadership role until 2009. According 
to OTT officials, this limited action was due to OTT's need to maintain 
current training levels and respond to emerging threats. 

Without guidance and a documented process for updating training based 
on screener performance data and changes in technology or equipment, 
TSA may be missing opportunities to enhance its TSOs' skills and 
abilities. 
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Documenting Updates to Training 



Management Directive 1900.8 requires the OTT to evaluate TSO 
training programs on a continuing basis to ensure that the courses 
remain current and up-to-date. According to a division official, 
OTT uses intelligence information, Aviation Security Assessment 
Program test results, covert testing results, and standard operating 
procedure changes to modify training, but it did not have a written 
procedure describing how to determine whether a training course 
needs to be modified. Division officials could not provide 
documentation or evidence of how the above information was 
used. For example, OTT could not demonstrate how the training 
methodology or content was modified based on the results of the 
following activities: 

• TSA's 2008 Aviation Security Assessment Program report 
tests prepared by the Office of Security Operations, which 
included 1 1 recommendations meant to improve the TSO 
training program. 

• TS A' s Office of Inspection and the DHS OIG, covert 
testing identified vulnerabilities in passenger and baggage 
screening procedures and technologies. 

• The Practical Skills Evaluations. 2 

A TSA official reported that a 2009 multiyear contract for 
specialized security training will provide a more structured TSO 
training program support effort. This will include analysis of 
performance data, coordination of training with technology 
deployment functions, and support of the evaluation and 
application of existing technologies training. Division officials 
explained that they have not established measurements of program 
effectiveness because the division and the training program are still 
developing and continue to "play catch up." 

During visits to selected airports, some airport management teams 
described local efforts to revise TSO training based on 
performance measures, including covert testing. Federal Security 
Directors and Training Managers stated that local testing results 



2 Practical Skills Evaluations are announced assessments of TSOs. These assessments are based on the 
applicable security screening standard operating procedures to ensure that security officers are performing 
screening functions as required. 
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influenced local training initiatives, such as more training on 
improvised explosive devices and an increased focus on standard 
operating procedures. 

On-the-job Monitoring Assignments 

Another element that needs improvement is the on-the-job training 
program. A TSA official recognized the importance of a 
standardized, structured on-the-job training program, and the 
agency has established multiple workgroups over the past four 
years to improve this program. However, TSA was unable to 
provide documentation of the accomplishments of these 
workgroups. In addition, TSA has not implemented a formal 
program for selecting and dispatching fully qualified on-the-job 
training monitors. According to the Training Managers at the 
airports visited, the on-the-job training program is implemented 
differently among airports. For example, 

• At five of the eight airports we visited, the TSOs were 
assigned only one on-the-job training monitor. 

• At the three other airports TSOs were assigned multiple 
monitors. 

TSA officials acknowledged that the agency did not strategically 
plan and document TSO training development from the onset due 
to the urgent need to initiate operations in the aftermath of 
September 11, 2001, and the need to maintain operations and 
constantly respond to emerging threats. 

Training Equipment and Support 

Based on our interviews with TSOs and management personnel at 
the airports visited, TSA may not always provide TSOs with the 
equipment and support they need to effectively complete required 
training. The Aviation and Transportation Security Act requires 
TSA to work with air carriers and airports to ensure that computer- 
based screener training facilities are conveniently located and 
easily accessible. 3 TSA has not developed a standard process to 
identify and coordinate the necessary computer support, such as 
machines, bandwidth, and location of machines, to ensure that the 
tools available are adjusted to meet current or future needs. 



49 U.S.C. 44935(i). 
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At the airports we visited, airport management and TSOs explained 
that some training computers were slow or malfunctioning at 
times. The TSOs noted that the computer startup time was not 
factored into the training time scheduled. Some TSOs mentioned 
that the Online Learning Center system occasionally crashed or did 
not record the accurate data on training completion. A TSA 
official said that a combination of factors contributed to these 
problems, including inadequate network bandwidth, computer and 
web browser security settings, interaction with other programs, and 
slow network performance during periods of high user activity. 

OTT has not identified the appropriate number of training 
computers needed at each airport. The original computer 
allocation was conducted in 2003, and OTT has not updated the 
allocation since taking control of the training program. Based on 
TSA's computer allocation inventory records, the agency did not 
consistently allocate computers nationwide. For example, one 
airport shows a computer for every 32 TSOs, while another airport 
had one computer for each TSO. According to TSA officials, TSA 
may have initially deployed equipment without conducting studies 
to determine the appropriate number of computers needed for the 
TSOs to accomplish training. However, no documentation could 
be produced to verify how they were actually deployed. TSA 
officials stated that no additional studies to guide deployment have 
been conducted since its inception. These officials explained that 
recent computer allocations were made based on requests from 
airports. 

TSA and OTT have not ensured that airports place training 
computers in practical locations for optimal learning. Training 
computers are sometimes placed far from the checkpoint or 
checked baggage areas, requiring TSOs to spend part of their 
allotted training time traveling to and from the computer locations. 
TSA management at the airports we visited identified the need for 
more training space as a challenge for TSOs to receive training. 
For example, two of the airports we visited have offsite training 
facilities. Three other airports had training facilities that were not 
conveniently located to some of the checkpoints. 

Some of the training environments, such as break rooms or areas 
close to checkpoints, are not conducive to learning. At several of 
the airports visited, TSOs were taking training courses surrounded 
by the conversations of coworkers or the traveling public. We 
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conducted TSO interviews in some of these locations and validated 
that the computers were situated in distracting environments. 

TSOs must complete both new hire and recurrent training on 
screening technologies; however, airport training equipment is 
sometimes different from the devices used at screening 
checkpoints. According to an OTT official, when TSA deployed a 
new generation of x-ray machines to 81 airports, the updated 
recurrent training for TSOs with these machines had not been 
implemented because of software problems. TSOs were still 
training with x-ray images from older generation equipment, which 
limits their ability to identify prohibited items using the current 
checkpoint equipment. 

TSA must ensure that Federal Security Directors and Training 
Managers at each airport provide the screening workforce with the 
equipment and support they need to enhance their skills and 
knowledge. The airport leadership should provide computer-based 
training facilities that are conveniently located, easily accessible, 
and foster learning. 

Training Time 

TSA does not ensure that TSOs are provided the time they need to 
effectively complete training requirements. Management Directive 
1900.8 requires Federal Security Directors to ensure that each 
TSO's work schedule includes sufficient time to meet annual 
training requirements established in the National Training Plan. 
However, TSA has not created a process to ensure that Federal 
Security Directors provide enough time for TSOs to complete 
training requirements. 

TSA Headquarters develops the training that TSOs must take and 
determines the amount of time associated with completion of the 
training sessions, but this time estimate includes only the time for 
the lessons, not travel or setup. If TSOs encounter difficulties with 
the online training session, they may not have enough time to 
complete the training. 



4 The National Training Plan includes all TSA-mandated training courses that an employee should take 
quarterly to meet their annual requirements, including recurrent training for skills maintenance, 
administrative training, and developmental training. 
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TSOs described rushing through course material without devoting 
the attention needed to retain the lessons. TSA officials agreed 
that if TSOs hurry through training courses because they are not 
being allocated sufficient time by management or they do not have 
access to training computers, they may not receive adequate or 
quality training. 

Federal Security Directors did not ensure that screening 
supervisors allocated sufficient time for TSOs to complete the 
National Training Plan courses. Training Managers and TSOs 
interviewed said that some supervisors did not always staff 
checkpoints and checked baggage areas to allow time for TSOs to 
leave for training. According to TSA officials and local airport 
management, there is an extent to which operational needs 
supersede training. 

At one airport, TSA officials allowed TSOs to bypass the use of 
the Online Learning Center and provided little time for training 
because of staffing challenges. One lead TSO indicated that he 
had not accessed the Online Learning Center since 2005. The TSO 
also explained that staff had limited time to read printed training 
materials in lieu of going online. Therefore, the staff is 
encouraged to simply sign off on the materials and receive credit 
for taking the courses without providing evidence of reading or 
understanding the information. The Federal Security Director at 
this airport acknowledged these practices and said that he had been 
encouraging the Training Manager to have the TSOs use the 
Online Learning Center. We did not encounter this situation at 
other airports. 

Successful Use of Screening Equipment Depends on Training 

The screening workforce is TSA's most important asset for 
ensuring the safety and security of the traveling public; however, 
the agency has not articulated a standard methodology to keep its 
training material current and relevant. 

Without a documented process for updating training based on 
screener performance data and changes in technology or 
equipment, TSA may be missing opportunities to enhance its 
TSOs' skills and abilities. TSA should assess its training 
equipment needs to provide TSOs with access to sufficient 
computer equipment and bandwidth to successfully complete 
assigned training courses. The agency must also ensure that TSOs 
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are provided with the time and space needed to effectively 
complete training requirements. 

Recommendations 

We recommend that the Acting General Manager, Office of 
Operational Performance, ensures the Operational and Technical 
Training Division: 

Recommendation #1 ; Finalizes the documentation and 
implementation of a comprehensive methodology to guide its 
efforts to keep the TSO training program and materials up-to-date 
and relevant. 

Recommendation #2 : Establishes and documents a formal On- 
the-Job Training Program with specific criteria for Transportation 
Security Officers selected to serve as monitors. 

Recommendation #3 : Reviews and modifies its requirements for 
training needs to guide agency allocation of computer resources to 
the airports. The Operational and Technical Training Division 
should: 

3 a. Provide documented criteria and guidance for the 
placement of the training equipment. This should include the 
use of equipment in the training classrooms that is similar to 
equipment in checkpoint and checked baggage areas. 

3b. Ensure that computer hardware and software, as well as the 
client servers, can support the complex needs of a robust, web- 
based training portfolio. 

Recommendation #4 ; Conducts a study to identify the total 
average time needed for TSOs to complete required training, 
including time needed to travel to training locations; and, 
establishes requirements that airport management provide the 
minimum time needed for the screening workforce to complete 
training requirements. 
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Management Comments and OIG Analysis 

TSA concurred with all four of the recommendations in the report and the 
agency has already begun to formulate plans and initiate actions to address 
the recommendations. We consider the recommendations resolved, but 
open. TSA provided information on some ongoing projects and new 
initiatives to build a well documented training plan that will fill the gaps 
identified in this audit report. A summary of the agency's responses to the 
recommendations follows. 

TSA Comments to Recommendation #1: 

Concur: TSA provided information on several activities already underway 
that address this recommendation. The OTT Division will document and 
describe curriculum configuration management principles in the draft 
version of the Curriculum Development Reference Guide. The final version 
should be available by the second quarter of fiscal year (FY) 201 1. The 
OTT Division recently created a Curriculum Development Roadmap Tool 
that visually depicts the forecast for all curriculum-related activities on the 
horizon. This should improve OTT's ability to more clearly define which 
events or inputs, such as Aviation Security Assessment Program test results 
or covert tests address a specific curriculum. 

Beginning in FY 201 1, quarterly work plan reviews will be conducted by 
the OTT Management Team to help prioritize the training work needed. 
This will help improve visibility into when curriculum updates are 
happening, while ensuring more effective management and integration of 
these efforts. By the end of the first quarter of FY 201 1, a new Program 
Management Support Services contract will provide two to three resources 
to document methodologies, processes, and procedures. 

OIG Analysis: 

We recognize TSA's efforts to address its need to finalize the 
documentation and implementation of its methodology to ensure that its 
TSO training program remains current and relevant. This 
recommendation is resolved but will remain open until we have obtained 
and reviewed the final versions of the Curriculum Development Reference 
Guide, the Curriculum Development Roadmap Tool, the OTT work plan 
resulting from the quarterly work plan reviews, and notification of the 
hiring of resources responsible for the TSO training program. TSA should 
specify and demonstrate how each of these components will ensure a 
current and relevant TSO training program. 
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TSA Comments to Recommendation #2: 



Concur: TSA is in the final stages of formalizing an on-the-job training 
program for TSOs and has provided copies of the draft working 
documents. The formalized on-the-job training program will provide a 
structured training curriculum for the TSOs who will serve as instructors. 
This will include mandatory courses on mentoring and providing feedback 
in an effective manner. A TSO will sign a one-year commitment 
agreement to serve as an on-the-job training instructor. The on-the-job 
training instructor program will help establish consistency in the methods 
and techniques used to develop and mentor the workforce during this 
critical portion of the overall training initiative. TSA has scheduled a pilot 
to be conducted in the second quarter of FY 201 1. TSA plans to 
implement this program system wide in the third quarter of FY 201 1 if 
minimal or no changes are required as a result of the pilot. 

OIG Analysis: 

TSA's response described efforts to formalize the agency's on-the-job 
training program, which are sufficient to resolve this recommendation. 
The recommendation will remain open until we have obtained and 
reviewed the final formalized on-the-job training program, the results of 
the pilot on-the-job training instructor program, and the schedule for 
deployment of the on-the-job training instructor program. TSA should 
also provide documentation to show how this plan will be implemented 
system- wide including, trainer and student ratios, training duration, and 
participant satisfaction. 

TSA Comments to Recommendation #3a: 

Concur: OTT agreed that a reassessment of computer allocations is 
warranted and will undertake an effort to develop a formula for allocating 
training computers. Once a formula is approved, it will be distributed to 
the field. TSA's Office of Field Real Estate Services is currently revising 
the Space Allocation Worksheet and Space Guidelines to allocate more 
space to accommodate the training requirements. TSA plans on releasing 
the new Space Allocation Worksheet in the second quarter of FY 201 1 and 
the new guidelines in the third quarter of FY 201 1. 

OIG Analysis: 

This recommendation is resolved and will remain open. We recognize 
that the revision of the Space Allocation Worksheet and the Space 
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Guidelines will improve the logistical and space needs for critical training 
equipment. However, TSA did not fully address the need to ensure that 
the equipment in the classroom is similar to the equipment at the 
checkpoint and the checked baggage area. 

We need to review the details of the training computer allocation formula 
and anticipated implementation plan. TSA should provide the revised 
space allocation plan, implementation details, and documentation of how 
the agency intends to ensure that similar equipment will be employed in 
the classrooms and the checkpoints and baggage areas. 

TSA Comments to Recommendation #3b: 

Concur: TSA is establishing a focused working group as a permanent 
team structure to identify training requirements and the information 
technology capabilities that will be needed to support those requirements. 
This will be a long term goal of TSA, and does not have a simple solution 
that can be quickly implemented. It is anticipated that TSA will pilot 
many different types of interactive web-based training solutions over the 
next several years, and progress and success will be achieved with each 
new project initiated. 

OIG Analysis : 

This recommendation is resolved, but will remain open until we have 
obtained and reviewed specific detailed plans including milestones and 
timetables that identify training requirements and resulting computer 
hardware, software and system solutions. Once the agency has established 
a focused working group as a permanent team structure, we would like to 
review its membership and planned activities. TSA should provide 
documentation showing that future anticipated web-based training efforts 
include a technical assessment of the computer hardware, software and 
client server systems needed for successful TSO training program 
implementation. 

TSA Comments to Recommendation #4: 

Concur: OTT has begun conducting a study to analyze how to build a 
formula to ensure TSOs are provided sufficient time to complete required 
training, including capturing the uniqueness of each airport with regard to 
the location of training classrooms/facilities, as well as the types of 
equipment in use at each airport. Currently, TSAs Staffing Allocation 
Model calculates hours for training, which is used to ensure airports have 
sufficient staffing to allow them to send TSOs to training during non-peak 
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times with no impact to screening operations. The Staffing Allocation 
Model does not include additional hours that may be needed for travel to 
and from a training facility. The model does not address the specific 
screening equipment in place at any given airport. Some airports have 
Advanced Imaging Technology equipment and need training hours for that 
machine, while other airports do not have such equipment and therefore do 
not need training hours in that category. Some airports have training 
facilities within the terminal areas, and therefore, additional time for travel 
is not needed. Some airports have off site training facilities, and therefore 
allocating additional time for travel is needed. Once the formula is 
developed, TSA will be able to modify allocations of training hours based 
on the needs of an airport. 

OIG Analysis: 

TSA's response identifies its plans to conduct a study and create a formula 
that will take into consideration the needs for additional time for travel, 
training room locations, air port configuration and various types of 
equipment in use at the airports. This recommendation is considered 
resolved, but will remain open until we have obtained and reviewed the 
allocation formula, the revised training allocation plan, and documented 
evidence that airport management have implemented the new plan. 
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Appendix A 

Purpose, Scope, and Methodology 

The objective of our review was to determine the efficacy of the 
Transportation Security Administration's (TSA) management of its 
Transportation Security Officer (TSO) training program. To answer our 
objective, we reviewed prior audit reports related to TSO training. We 
analyzed federal regulations, TSA's management directives, standard 
operating procedures, contracts, and other documentation related to 
passenger and checked baggage training. We interviewed TSA officials 
from offices involved in the development and delivery of the TSO training 
program, including the Office of Human Capital, Office of Operational 
Performance, Aviation Security Assessment Program, and Operational and 
Technical Training Division. 

We selected eight airports to visit based on the highest number of TSO 
Full Time Equivalents, the highest number of air travelers that are 
screened at the check points, the lowest reported Threat Image Projection 
results, the highest number of enplanements per the Bureau of 
Transportation Statistics, and those airports not recently visited or tested 
by DHS OIG. These airports included: 

• Dallas/Fort Worth International 

• Houston George Bush Intercontinental 

• John F. Kennedy International 

• Newark Liberty International 

• Orlando International 

• San Diego International 

• Phoenix Sky Harbor International 

• Tampa International 

We judgmentally selected a sample of at least 48 TSOs at each airport. 
We interviewed a total of 385 TSOs, Lead TSOs, and Supervisory TSOs 
using a standardized data collection instrument. This instrument obtained 
qualitative and quantitative information regarding the required training, 
including the initial screener classroom training, on-the-job training, the 
National Training Plan, and remedial training. It also elicited the opinions 
of TSOs regarding some components of their training. 

During site visits, we interviewed the Federal Security Directors, Deputy 
Federal Security Directors, and airport Training Managers to identify how 
local and national training programs were integrated, assess training 
effectiveness, and identify the extent to which training and performance 
assessments are used to improve TSA's TSO training program. At one 
location, we observed a New Hire Training Program class session. 
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Appendix A 

Purpose, Scope, and Methodology 

We reviewed electronic data on course completion for all airports to 
determine whether TSOs received the required training, and for 
comparison to TSA management records and reports. The data included 
initial, on-the-job, recurring, and remedial training components. We relied 
on TSA to generate the data and did not test or validate the information. 

Our method for selecting our sample prevents us from projecting the 
findings on a national level, but one should not discount our findings since 
airports visited were locations with a high number of TSOs and air 
travelers. 

We conducted our audit between July 2009 and April 2010 under the 
authority of the Inspector General Act of 1978, as amended, and according 
to generally accepted government auditing standards. Those standards 
require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives. We believe that the evidence obtained 
provides a reasonable basis for our findings and conclusions based on our 
audit objectives. 
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Appendix B 

Management Comments to the Draft Report 
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Ml MORANDUM FOR: Richard L, Skinner 
Inspector General 

U.S. Department of Homeland Security (DHS) 
FROM: , . ^aba S. Pistole < 




SUBJECT: Response lo Draft tteport O1G-09- 1 62-AUD-TSA, Transportation 

Security Administration \ \faihigemi>nt ut lis Screening Workforce 
Training Program Can Be Improved. August 2010 

P'.;-pose: 

This memorandum constitutes the Transportation Security Administration's (TSA) response to 
DHS's Office of the Inspeclor General (OIG) Draft Report 01G-W- 1 62-AUD-TSA. 
Transportation Security- Administration jr Management of Its Screening Workforce Training 
Prop-am Can lie fmprored, dated August 2010. 



TSA appreciates OKis efforts on this audit and will use the findings and recommendations to 
improve the management of the Transportation Security Office <TSO) training i 



The Aviation and Transportation Security Act (ATSA), Public Law 107-71. mandated that TSA 
develop a plan for the training of security screening personnel. The training plan must ensure 
(hat the screening workforce is able lo effectively operate those technologies deployed to their 
assigned airports, and that they can perform baggage and individual searches while facilitating 
the orderly flow of passengers through screening checkpoints. Additionally, the training plan 



■ Include 40 hours of initial scieener classroom instruction and 60 hours of on-the-job 
training (Off). 

• Include remedial training on those screening functions in which a screener fails the 
operational test related to those functions; and 
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• Fnsure that sereeners are proficient in using The most current technology and recognising 
new threats and weapons, 

"I "he 0!U initiated (his JuJil to determine whether ISA '$ Irftiiliny: and developmem program 
enable? TSOs To fully implement required program procedures and eifccovuly use die various 
screening tee hnolocics and lechniqucn in support i>f aX ialiun sieeuritv. 

Discussion 

Since initially established m2CM2, the TSA has always mads TSQ ffainirtg apriority. "I fie 
overall responsibility fur seteener Delated [raining has resided with an Assistant Administrator or 
outisr TSRS leader, TSA has undergone many organizational changes and in 2006 a decislun was 
made to divide training responsibilities between the Office of Human Capital (general training) 
and [he Office of Security Upcrations (technical Ifainiflg), TSA issued Munajjemenl Directive 
L9Q0.S. rranspfirtalion Security fJJ?k'er Training and rnitial {^rtipMTion Program.** designating 
the Operational and Technical Training Division (OTT) within the Office of ftrrurity Operations 
as the lead office responsible ftir the overall management of the analysis, design develoumcoi, 
arid implementation ol all TSO technical training programs. 

O'l I" has beer, inrur'm^ training producls are kept current with Standard Operating Procedures 
changes and is responsive to immediate and emerging threats, such as the response So die liquids, 
gels, and aerosols threat in 2006. which prompted a focused improvised explosives device ( I LI J; 
detection training effort. Additional Ly, Of' I' developed and intiridueed 1 reining to support newly 
established specialized nsciaity activities and/or positions, such as TSA assuming the 
responsibilities forTiave L IXKurticm Checker, establishing training for newly established 
Behavior Ifeteetion Officers, and Security Training Instructors. In 2Q[r9. 'I"SA awarded a new 
contract to support the dusigrt, development, and delivery uf technical training: and O i l' is in the 
process of developing a ruadmap thai will help identify Opportunities In build a training portfolio 

to always conlrtbule to The enhancement ot'TSO skills and abilities. 

[n the audit report OIC states that TSA has not dtjcumeflted procedures to determine or allocate 
the equipniem, support, and time needed for The workforce to complete training requirements and 
thai TSA provides little centralized oversight of the training program. T'SA hclicvcs it is 
important to highlight, lhal while OI(i does nut believe thai the documentation level is sufficient, 
TSA does in fact continually evaluate the logistical support elements of training 10 ensure lhal 
the resources needed, whether equipment or time allocated for training, are at an appropriate 
Scrvel, In its overall efforts to finalize documentation that will capture repeatable procedures and 
processes related to the design, development, and delivery of technical training, TSA will 
ToriHu MvjC lie methodology used to determine or allocate the equipment and logistical support 
needed by the workforce In complete training. The time needed fur Vmining is currently 

calculated bio the annual staffing allocation model, and using the information gleaned by 11k 
CJKJ during this audit. I'M A is analyzing the potential need to address specific airport anomalien 
related to off-site training location (ravel requirements. 

Wilh regard to the issue raided by the OfO wherein it is Stated that TSA provides ''littie 
centralized oversight of the training program;' TSA would like to clarify that it has only 
decentralized the delivery of technical training, which relies upon its airport based instructors for 
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delivery and locul management 1d ensure appropriate time and equiipmetLls>sucipJie5 arc provided 
to the fSHs so lhal they can complete th<S required training. Tliir <>'l"l at I SA F |(,> centrally 
manages the design, development, and distribution of the tMihitve turriuulum. This model 
requires this Support of OTT. field management, -and! the TSOs lo make il successful. 

Annlher isaue (hat TSA would like to address is Ihe OcU; related [o the indication that linage 
i-nrt-rpri-LLiLi un training sessions using x-ray images from first generation. teohnoSojijE& versus new 
generation machines ua* ine I festive and/or inappropriate. TSA helievcs (hat tile critical element 
to highlight is that while technologies with enhanced capabilities arc being introduced into the 
airports, the basics of x-ra} 1 image interpretation will not change. Because thjfcre art a variety of 
KChntsiojjies currently deployed, TSA must also maintain a variety of *-ray images for (raining 
purposes. OTT does ensure new images at* routinely developed so that die training, libraries are 
updated regularly, and as the new images are inentpn rated into the libraries, older images are 
archived. Viewing images lhat are developed fnr either the legacy ic-ray systems or Ihe newer 
advanced !t-ray systems does no1. in any way, diminish the value of these sessions. Since the 

completion of this audit report TSA has deployed an upgrade to Ihe simulator- software package 
and are craw training and testing with imaging 1<hat captures both legacy X-ray and next 
generation advanced x-ray techrjologies. 

IS\ continues to retine and redesign the new hire training course curriculum and methods used 
tn deliver (he training content. The basic course exceeds both ihe 40 hour classroom and fill how 
OJT minimum requirements set I'oj'H in ATSA. and in-tludtS a nii\ of classroom sessions, 
practical exercises, image inierprciaiion session* and hands-on labs- The training is continually 
evolving tn address Hie introduction of new technologies and emerging threats. Moving, from the 
anginal focus of training to support establishing a 4j,Q(K) member cadre, TSA is now able to 
design ils training to strengthen and improve technical skills, while also build itig competencies 
Hint lead to the professional development of our TSOs individually, and as a (cam. 

» Slrnlfiiu- Plan fur Technical Tralnine, In 2P|Q, TSA > Operational arid Technical 
Training fJivision (OTT), within die Uffice of Security Operations (OSO) finalized a 

Strategic Plan for the management of the (ethnical brining program. The plait captures 
strategic goals and initiatives to accomplish those goals over a five yeaT span. Through 

this plan, TSA is able to identify training needs, and build training portfolios for Hs 

workforce thai will reinforce Lhc core screening activities and stills needed to always 
improve performance, Additionally, implementing the OTT Strategic plan wj|| allow a 
more systematic and structured method of introducing a variety of new training courses 
that will increase the TSOs overall effectiveness and efficiency. 

» Technical Traininc Raadman. (J LT is also nc;Eiring completion of a Technical Training 
Koatlmap to support implementation of the strategic plan and to establish a clear path 

forward lor professional and technical skills development. This roadmap wilt allow TSA 
to identity- die types of training planned as wel l as identify whai addiHoftflUdilTereilt 
training might be needed and/or desired to ensure the workforce is proficient in ihe tasks 
ihcy must perform. This roadmap will also help ensure tluil ihe appropriate investment of 
resources is made available Its complete the projects identified, 
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■ Stiindnrdi^ni un anil FerformMM lmnrav* ment, QSO has launched an Integrated 
Project Team (IPT) comprised of various organizational elements within 'I SA, an well as 
DHS Science & Technology Human Factors experts, to conduct a roof en use analysis of 
tuven testing results. This will help TSA better understand whal types of adjustments to) 
hiring, procedures, local overnight, environmental conditions, and/or training should be 
considered Lo bring about improved individual and overall system etfecli vceKSS . Buicd 
on the data gathered by the IPT <md analyzed by OSOs senior leadership team, TSA is 

designing a mutsi-month pilot, to be run in a small ^roup ul airports of vannus sires and! 
complexities of operations, thai will Tcuuirc Held management tu implement a number i>f 
activities specifically designed to address the periorrtiancc of the specific members of (he 
workforce at thai airport. These airports nil] be able to monitor individual and airport 
perforjiturwi metrics during this pilot and determine if the activities undertaken show 
improvement. Ifsmgihe information gained through these pilots, TSA will be able to 
de termine if this would he something thai ail airports should implement. 

• TSA Aeidewv. ISA is exploring the feasibility of establishing a TSA Academy, An 
[FT will be launched at (he start of fiscal year (F¥]2(H L to develop a comprehensive 
alternatives analysis for senior leadership consideration. The IPT will gather data that 
will identify 1 potential costs (both initial and recurring), facility space requirements, as 
well as the specific types of training that, would/could be considered for Academy 
delivery, TSA'a current mode] has ttlrport assigned Instructors delivering, training locally 
at a variety of different locations, hath on and off airport, Once ihe alternatives analysis 

is completed, TSA will determine what solution will best contribute lo the professional 

development of t(s workforce. 
Conclusion 

In conclusion., progress has been, and continues to be, made in the area of TSO training and 
professional development. TSA continues to build its training portfolio, with the desired 
outcome of improving performance and developing its workforce to help ensure 1'S.A is 
recognized as a premier countertenoriimi agency. The Strategic Plan and Roadmap for iraitiinj: 
design and development, as well as the Standardization and herfonnancc improvement efforts, 
are only three of the projects currently underway at TSA, It is anticipated thai as. TSA moves 
these projects forward, we will have the opportunity lo identify stills, capabilities, and 
mntpelencies thai will Contribute to TSO development, and also continue to build p 
comprehensive trainine portfolio. TSA looks forward to continued communication with QIC 
leading to improved processes, 

TSA concurs with and has already taken hteps (0 addfess several of the recommendations set 
lorth in the 01G draft report. TTSA's specific responses to the recommendations contained in Ihe 
drall report are auached. 



Transportation Security Administration's 
Management of Its Screening Workforce Training Program Can Be Improved 



Page 19 



Appendix B 

Management Comments to the Draft Report 



V. S. Department of Homeland Security 
Tinnspurljtltun futurity Adminislrutiuii (TSA) 

Response 10 DIG Draft Report, 
TSA 's MtutsgtmnH eflisSeteeitixg Wart/wee Training Program Can St Improved 

Recommend*! ion HI ; Fin a I Ik* [hi' dttrumcnlutiitn and imp lementation of a com prehenalve 
m*-tll«-d*>N»g>' ro gLtfde its efforts 1u keep the TSO mining program und mat Trials up-tu- 
dale and relevant. 

TSA Concurs: Several activittcs. arc already updcrway thai address Uiis reeoaninettdationi 

• TSA's. Operational and Technical Training Division (OTT) continues [u document und 
carefully describe curriculum canSgswation rnanaBjcrrwrq! principles in the draft version of 

the Curriculum Development Reference Guide. This guide will provide an 
unprecedented level of documenleJ derail for the melbudoluey used La ensure training 
program materials remain up-to-date and relevant. The filial version should be available: 
by the second quarter of fiscal year < i'Y) 30! 1 . as a deliverable under 'last Order 4 of the 
Specialized Security Training contract (SST'JOO), 

■ OTT recently developed a Curriculum Development Ruadmap tool thai visual ly depicts 
the forecast Ijjr all cumculum-relatcd activities on ihc Iwrinon. Among other benefits, 
dialogue based on this tool will improve OTTs ability to more clearly define which 
events or inputs (Aviation Screening Assessmenl Program tests, covert Destine, Practical 
Skills Evaluation data, cte.y. specifically address which specific curriculum. With regular 
use, this tool will bctuine an important part ofOlTs overall methodology fnr keeping 
training program materials up-to-date And relevant. 

« Reginninjj in FY 201 1, quarterly work plan reviews will be rundocted by the OTT 

Management Team. These reviews will not only help the OTT' Management Team better 
pTtaritize what woik needs 10 be conducted over the next fiscal yew. but also ihe costs 

associated with that wark. Il will also help improve visibility into when curricui'jm 

updates are happening, while ensuring more effective management and iniepation of 
these eflorts. 

» By the end of the first quarter of FY 201 l H anew Program Management Support Services 
contract will bring, on board twin to three resources that will be key resources used to 

document methodologies, pronesses. and procedures. 

Recommendation H2t Establishes and document; a formal On-the^Joh Training Program 
wilh specific criteria Tor Transportation Setnrity Officers selected to serve as monitors. 

TSA Concurs: While TSA has always had a formal ott-she-job-ltaiitittK (OJT) program, as 
mandated »>' Aviation and Trattsportatinp Security Aci, with specific content and sign off 
requirements for each element covered during OiT. lessons learned over the pas! eight year*, 
have prompted TSA to esLaM i sh a more Structured ap preach tn training and cstahl i sh dedicated 
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OJT mentors. TSA has provided copies of the draft working documents to the DU5 OIG audit 
team during this. juJil. 

"The mi. ised OiT Program will now include a jrructuned training curficuium for (he TSOs who 
will sign up La serve as an OJT Instructor (OJTtV to include mandatory courses on mentoring 

and providing feedback in an effective maimer, Additionally, a TSO will sign a fine-year 
wmmitmcnl agreement to serve as an CUTI, arid agree tltat because this is it collateral duty, 
execution of this commitment will limit their availability to sign up for any other collateral duty 
assignments during ihut yuUr. The OJT! program will help establish consistency in [tie methods 
and techniques used to develop and mentor the workforce during this critical portion of th* 
overall training initiative. The formalized training for ihe OJ'Ns will provide them with the tools 
they need to be effective trainers and mentors , 

TSA has scheduled a pi lol lo be conducted in the secund quarter of FY 20 11 , and i f minimal 
and/or ruo changes aie required as a result of the piiol conducted, TSA plans 10 implement this 
program system wide in the third quarter of FV l r 

Rrcumrm'n datum *3; Kt'i ieh* x and uiudifie* lis requirements for training nerds to rjuidf 
agency allocation of computer resource* to the airports. The Operational and Technical 

I raining |}tvision should: 

34. Provide documented criteria and guidance for Ihe placement of \hv training 

equipment. This should include Ihe u*e nl equipment in the training, classroom* that is 
similar lo equipment in eheckpuinl and cheeked baKK*KC areas, 

TSA Concurs; OTT will undertake ao effort to develop a Ibicnula for allocating naming 

computers. As I he training materials/producls continue lo become more reliant upon 

information technology (ITT aa a key component for delivery, a reassessment of computer 
allocations is warranted. Once a formula is agreed upon within 'I SA, it will be distributed uo 
the field. With record lo training classrooms* TS-A's Office of Field Real Estate Services 

(OFRES) is currently revising the Spate Allocation Worksheet (SAW) and Space 

fi'iiidcliiiLn to allocate more space In accommodate the training requirements, that has been 
lacking in the pass. OTT is in communication with OFRES to assist with determining 
training space needs. OFRFS plans, on releasing the new SAW in the second quarter of FY 

201 I and Ihe new guidelines in the ihird quarter of FY 201 1 . 

3b. Ensure dim cum [ml it har,!"^ a.,,1 >,jfl«jir, a , ul-II as tlu< it Inn si «ers, can support 
the complex need* of a rniiu"t 1 web-based training portfolio. 

TSA Concur*: Based on preliminary data ^chcring and informational discussions between 
ihe TSA's Office of Information l'echnoloi(y ( ( f IT j rind OSO'O IT, il was determined thai 
establishing a focused working yn.ni p is warranted as a permartem learn structure to identify 
training requirements and the IT capabilities mat will be needed to support those 
requirements* This wiU be a long-term goai of TSA and does not have a simple solution that 
tin be quickly implemented. [1 is anticipated 1 hat I SA will pilot many different types of 
ioicrrtclivc Wch-hased truini solutions o\er the neJit sbvsjli] years, Laid progress and 
success will be achieved tvith each new project initialed, 
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Kecommendarion Ui: ("on ducts 3 sludy tn identify I he total n erjge time it**d*d for T50* 
lu tumpktr n.iquircrj Iraijiing, including lime netd cd [o travel tn training locations; and, 
L-sliiJilNFiL-s i|tlirtinenr* lll.il ;iir f i<u r Jilji n a i»fihi till pn.i lilt- rhf niinirriuni limv IH'l'dl'd t'u r 

the screening workforce to complete training rcquirrrarnrsL 

TSA Concurs: CJ'i' L' has begun conducting a Ftudy to analyze how best In build a formula !o 
ensure T&Os art allocated, unii management provides, sufficient Lime to complete required 
tninipg, including capturing she uniqueness of each ajfpon with regard to the loeutitii) uf training 
elassrooms/taeiJities and the ly-pes ?f equipnvc m in use at cacn .tirpon. Cwrently, TSA& SJaning 

Allocation Vlndel (SAM) does tabulate hours for training, which is used In ensure airports have, 
sufficient itiuTtm; lu aliotv [h«m to send TSOs lo training during non-peai times Kvilh no impact 
to Siwru'ng. operations, Whai ihc S AM model doe? not cummtl v include are additions! hours, if 
needed. In address travel lo and from a training facility, mv does it nddrL-K? the specific screening 
equipment in place ul ariy given airport. Some airports have Advaitwd Imaging Technology 
(AIT) machines and need Iraijiing hours (br =hat equipment Some aiiports do not have AFT and 
therefore do not need training hours in thai category. Some airports have training facilities 
within the terminal areas: and therefore, additional lime for liuvel is not needed. Some airports 
have oflsite Training facilities.; and therefore, fll locating additional lime for travel is needed. 
tJuce the formuJa is developed, ISA will be abJe to modify ullouitiuns (i-f training hours based 
■ >n the needs of an airport. 
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Office of Security Operations 

Responsible for TSOs performing airport checkpoint and baggage screening operations. Includes: 

Office o f Operational Performance - Coordinates TSO training to enhance aviation security 
screening performance. 

Operational and Technical Training Division - Designs, develops, implements, manages, 
supports, and evaluates training solutions required by statute or regulation to improve workforce 
performance throughout TSA. The division establishes training procedures and methodologies to 
ensure that training programs are effective. 

Aviation Security Assessment Program - Provides summary reports of testing to the Operational 
and Technical Training Division for recommended training improvements. Airports generate 
assessments using inert bombs, bomb parts, and other threat items from checkpoint bomb kits to 
identify weaknesses in the screening process in order to strengthen screening performance through 
training, procedures, or technology. 

Office of Human Capital 

Provides human capital strategies and services to build, develop, and sustain a high-performing, 
diverse TSA workforce. Includes: 

Human Capital Information Systems Division - Maintains TSA's Online Learning Center 

Performance Accountability and Standards System - Provides annual TSO performance 
evaluations. This feedback may show what screening functions are problematic and may need to 
be a focus of TSO training. 

Office of Inspection 

Ensures the security and integrity of the agency's operations through its covert testing program. The 
Office of Inspection provides its covert testing results to the Operational and Technical Training 
Division. 

Federal Security Directors 

Provide daily operational direction for federal security at airports. Federal Security Directors are to 
ensure that all TSOs have successfully completed initial and on-the-job training training, and are 
provided remedial training following an operational test failure. Federal Security Directors must 
ensure that each TSO's work schedule includes sufficient time for meeting annual training 
requirements, including recurrent training standards. 

Training Managers/Training Specialists 

Arrange, organize, and ensure that TSOs receive required training and that the completed training is 
posted in the Online Learning Center. The training manager or specialist serves as the liaison between 
the Federal Security Director and Operational and Technical Training Division. 

Security Training Instructors 

TSOs assigned to Federal Security Directors' staff who are responsible for delivery of nationally and 
locally developed, remediation, recurrent, and return-to-duty training. Instructors also assess and 
provide feedback for improvements to training materials or delivery techniques. These TSOs serve in 
the capacity of an instructor 80% of the time and as a TSO for 20% of the time. 

Transportation Security Officers 

Implement screening procedures central to TSA's objectives. TSOs protect the traveling public by 
preventing deadly or dangerous objects from boarding aircraft. 
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Examples provided under Annually Mandated (General Training) are examples and do not 
represent the comprehensive list of required training in this category. 
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ADDITIONAL INFORMATION AND COPIES 

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100, 
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig. 



OIG HOTLINE 

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal 
misconduct relative to department programs or operations: 

• Call our Hotline at 1-800-323-8603; 

• Fax the complaint directly to us at (202) 254-4292; 

• Email us at DHSOIGHOTLINE@dhs.gov; or 

• Write to us at: 

DHS Office of Inspector General/MAIL STOP 2600, 
Attention: Office of Investigations - Hotline, 
245 Murray Drive, SW, Building 410, 
Washington, DC 20528. 



The OIG seeks to protect the identity of each writer and caller. 



